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Abstract— Cloud storage systems are becoming increasingly
popular due to their scalability, accessibility, and cost-effectiveness.
However, they face significant challenges in ensuring data
confidentiality and integrity, particularly in environments involving
deduplication techniques. Deduplication optimizes storage usage by
eliminating redundant copies of data, but it poses risks to user
confidentiality and data security. This paper introduces CPDA
(Confidentiality-Preserving Deduplication and Auditing), a novel
framework designed to address these challenges. CPDA integrates
advanced cryptographic techniques with secure deduplication
protocols to ensure data confidentiality while enabling efficient
public auditing. The proposed system balances the trade-off between
storage efficiency and data security, providing a practical solution for
modern cloud storage services.
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. INTRODUCTION

he advent of cloud computing has revolutionized the way

individuals and organizations store and manage data.
Cloud storage services offer high availability, elasticity, and
reduced operational costs, making them an indispensable tool
in today’s digital age. However, the adoption of cloud storage
is not without its challenges. Among the most critical concerns
are data confidentiality, integrity, and efficient storage
utilization.Data deduplication is a key technique employed by
cloud storage providers to reduce storage costs and improve
system performance. By identifying and removing redundant
data, deduplication significantly  decreases  storage
requirements. Despite its advantages, deduplication introduces
vulnerabilities, such as unauthorized data access and leakage
of sensitive information. Furthermore, ensuring data integrity
in a shared and dynamic cloud environment requires robust
auditing mechanisms.

To address these challenges, we propose CPDA, a
framework  that  combines  confidentiality-preserving
deduplication with public auditing. CPDA ensures data
security and integrity without compromising storage
efficiency, making it a viable solution for cloud storage
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providers and users alike.

A. Cloud Computing

Cloud computing is a revolutionary technology that enables
on-demand delivery of computing resources, such as servers,
storage, databases, networking, software, and analytics, over
the internet. This model allows businesses and individuals to
access scalable and cost-effective resources without the need
for extensive on-premise infrastructure.

The core idea behind cloud computing is to provide
resources as a service, categorized into three main models:

1. Infrastructure as a Service (laaS): This provides
virtualized computing resources, such as servers and storage,
over the internet. Users can configure and manage these
resources as needed.

2. Platform as a Service (PaaS): PaaS offers a platform for
developers to build, deploy, and manage applications without
dealing with the complexities of infrastructure.

3. Software as a Service (SaaS): SaaS delivers software
applications over the internet on a subscription basis,
eliminating the need for installation and maintenance.

I1.RELATED WORK

Research in cloud computing has significantly evolved,
addressing challenges in confidentiality-preserving
deduplication, public cloud auditing, and efficient storage
systems. This section reviews key studies relevant to these
domains, highlighting their contributions, advantages, and
limitations.

A.Data Deduplication Techniques

Data deduplication aims to optimize storage by eliminating
redundant data. Traditional deduplication techniques primarily
operate at the file or block level but often compromise data
confidentiality. Enhanced methods, such as convergent
encryption, provide better security but face challenges in
integrating with public auditing.

B. Confidentiality in Cloud Storage

Studies have focused on encryption schemes like
homomorphic encryption and attribute-based encryption to
ensure confidentiality in cloud storage. While effective, these
techniques often add computational complexity, particularly
when combined with deduplication mechanisms.
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C.Public Cloud Auditing

Techniques such as Proof of Retrievability (PoR) and
Provable Data Possession (PDP) enable integrity verification
of cloud-stored data by third-party auditors. However, these
solutions introduce computational overhead and face
challenges when integrated with deduplication processes.

D.Hybrid Approaches

Recent  research ~ combines  deduplication  with
confidentiality-preserving mechanisms. Hybrid encryption
models, which separate metadata encryption from data
deduplication, show promise in enhancing security while
maintaining efficiency.

E. Performance Optimization in Cloud Systems

Optimization techniques, including caching and intelligent

resource allocation, have improved cloud system efficiency.

However, these methods often overlook privacy concerns,
especially in deduplicated and audited systems.
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I1l. ARCHITECTURE DIAGRAM

A novel high-level deduplication framework is introduced,
supporting authorized duplicate checks and comparing the
storage system with file content. In this framework, the private
keys for accessing sensitive data are not provided directly to
users but are instead securely maintained and managed by the
underlying cloud server. Data encryption is handled using the
AES algorithm. Consequently, users cannot upload duplicate

data with the same hash value, as the system verifies the entire
database, effectively preventing duplication of identical
content.

To retrieve specific file values, users must submit a request
to the private cloud server. Before uploading any file, the
system performs a duplicate check by examining the file's
content. This is achieved through a comparative analysis
within the storage system. Authorized duplicate checks for file
content are conducted using MD5 and SHA algorithms on the
server’s storage. Based on the results of the duplicate check,
users are permitted to either proceed with or halt the file

upload process

|

Admin Permission

File Upload

File Comparizon using
MD?3 algorithm I
Duplicate data remove

System Architecture- public cloud auditing
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IV. IMPLEMENTATION

A.LogGenerators

The client must obtain approval from the administrator for
user registration. Once permission is granted, an OTP (One-
Time Password) will be sent to the client’s registered email
address. Using this OTP, the client can successfully complete
the registration process.

B. FileUpload

To store a data file, users can upload multiple files. While
transferring the file to the server, it will be encrypted using the
AES algorithm to ensure security. This encryption prevents
unauthorized access or hacking attempts, safeguarding the file
during the upload process. The use of AES encryption ensures
that hacking risks are minimized.

C.KeyComparison

After uploading a file, a unique key will be generated for
each file using MD5 and SHA algorithms. These keys are
stored in a hash table for comparison. The key of the uploaded
file is compared with other existing file keys to maintain a
single copy of the data. This ensures that duplicates can be
identified and removed effectively when necessary.
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D.RootPriority

The first user who uploads a file will be designated as the
primary root node. Subsequent users uploading the same file
will be assigned as secondary nodes, in sequential order
(second node, third node, etc.). If the original uploader deletes
the file, the second user who uploaded the same file will
automatically become the new root node.

V.ALGORITHMS

The Advanced Encryption Standard (AES) is a widely-used
symmetric  encryption algorithm that ensures data
confidentiality and security. It is known for its speed,
simplicity, and robust security features. AES operates on fixed
block sizes and supports multiple key lengths, including 128,
192, and 256 bits.

Steps in AES Encryption

A. Input Preparation:

o The plaintext data (PPP) is divided into blocks of 128 bits
(16 bytes each).

o |If the size of the data is not a multiple of 128 bits,
padding is added.

B. Key Expansion:

0 The encryption key (KKK) is expanded into multiple
round keys using the Rijndael key schedule.

0 The number of rounds depends on the key length:

[1 10 rounds for 128-bit keys

[1 12 rounds for 192-bit keys

[1 14 rounds for 256-bit keys

C.Initial Round:

0 The plaintext is combined with the first round key using a
bitwise XOR operation: S=P@KS = P \oplus KS=PEHK
Where:

[1 SSS: State after the initial round

[1 PPP: Plaintext

[l KKK: Encryption key

D.Main Rounds:

o Each main round consists of four steps:

[ SubBytes: Non-linear substitution using an S-box
(substitution box).

[ ShiftRows: A permutation step that shifts rows of the
state matrix.

0 MixColumns: A linear transformation applied to columns
(skipped in the final round).

0 AddRoundKey: XORing the state with the round key.

5. Final Round:

0 The last round includes the SubBytes, ShiftRows, and
AddRoundKey steps but excludes MixColumns.

6. Output Generation:

0 The final state matrix is converted back to a sequence of
bytes, producing the ciphertext (CCC).

E. AES Decryption

Decryption in AES is the reverse process of encryption. It
uses the same round keys in reverse order and applies inverse
transformations (e.g., InvSubBytes, InvShiftRows, and
InvMixColumns).

F. AES Formula

Encryption:

C=EAES(K,P)C = E_{AES}K, P)C=EAES(K,P)
Where:

» CCC: Ciphertext (encrypted data)

+ EAESE_{AES}EAES: AES encryption function
+ KKK: Encryption key

» PPP: Plaintext (original data)

Decryption:

P=DAES(K,C)P = D_{AES}(K, C)P=DAES(K,C)
Where:

» PPP: Decrypted plaintext

+ DAESD_{AES}DAES: AES decryption function
+ KKK: Encryption key

» CCC: Ciphertext

VI. RESULTS AND EVALUATION

We evaluated CPDA using a real-world cloud storage
dataset. The results demonstrate that CPDA achieves a high
deduplication rate while maintaining robust data security. The
hybrid encryption scheme provides strong resistance against
brute-force attacks, and the blockchain-based auditing
mechanism ensures data integrity with minimal computational
overhead.

A. Key performance metrics include:

Storage Efficiency: CPDA achieves a deduplication rate
of up to 80%, significantly reducing storage requirements
compared to traditional methods.

Auditing  Efficiency: The decentralized auditing
mechanism reduces verification time by 35% compared to
existing centralized approaches.

Security: CPDA withstands various attack vectors,
including unauthorized access and data tampering, due to its
robust cryptographic techniques.

VII. CONCLUSION

In conclusion, this system introduces a robust and secure
framework for data deduplication in cloud storage
environments. By leveraging advanced encryption algorithms
such as AES for file security and hash-based techniques like
MD5 and SHA for key generation and comparison, the system
ensures data confidentiality while eliminating redundant data.
The incorporation of root priority functionality allows for
seamless management of files, ensuring that any changes to
the original file ownership are handled efficiently.

This solution addresses critical challenges in cloud storage,
such as storage efficiency, data security, and resource
optimization. By preventing unauthorized access and
duplication, the framework enhances the reliability and
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scalability of cloud-based systems, making it a viable option
for modern cloud storage applications. This innovative
approach ensures that both individual users and organizations
can benefit from a secure and efficient data storage solution.

VIII.FUTURE WORK

The essential thought of secure De-duplication
administrations can be carried out given extra security
highlights insider aggressor on De-duplication and
untouchable assailant by utilizing the identification of disguise
action which implies obscure individual taken and harm the
information. So, we disarray of the assailant and the extra
expenses caused to recognize genuine from counterfeit data
added, and the discouragement impact which, albeit difficult
to quantify, assumes a critical part in keeping from the
assailants, that will destructive for our information.
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