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Abstract— The Android OS is at an emerging trend in mobile 

devices. It provides various applications for the users to interact with 

the devices at ease. With the development in technologies, our project 

aims at providing security for the files stored in mobile devices. It 

uses symmetric key encryption which includes both byte and bit 

randomization techniques. Initially, the position number of each byte 

in the file is identified and added with their corresponding ASCII 

values. Then, single bit manipulation technique is applied which is 

followed by the randomization of blocks of data. Finally, bit reversal 

technique is applied to form the encrypted file. The encrypted file 

will then be hidden in an image by providing a pattern as a key to that 

image. For hiding the file in the image, we modify the Least 

Significant Bits (LSB) of each byte in the cover image. Thus by 

applying encryption mechanism and also by hiding the file we 

provide two level of security to the data. 

 

Keywords— Symmetric key, randomization, cover image, single-

bit manipulation, Least Significant Bit (LSB). 

I. INTRODUCTION 

n today‟s scenario, keeping the data secured has become 

a major issue. So the need for securing data is gaining 

attention and also many new techniques for preserving data 

has come into existence. The data has to be preserved from 

being used by the unauthorized users and also from using the 

data in any wrong way. Hence securing the data by 

implementing any of the effective cryptographic methods has 

become a necessity in today‟s life. Though the cryptographers 

try to secure data using various algorithms, hackers are 

becoming more powerful. Hence the need for combining two 

or more techniques together to make the data more secured 

has proved to be necessary for preserving the confidentiality 

of important data. 

 The use of cryptographic algorithms includes taking a 

plain data and encrypting them into cipher text. The 

algorithms needed for encryption are classified into two broad 

categories based on the type of key they use for encrypting the 

documents. They are: 1) Symmetric key cryptography 2) 

Asymmetric key cryptography. Symmetric key cryptography 

is one of the oldest methods used for encryption. The main 

advantage of symmetric key cryptography is it uses only one 
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key for both encryption and decryption. Hence the key 

management is easy when compared to the other technique. 

This method is also referred to as secret key cryptography. 

Asymmetric key cryptography uses two different keys for both 

the encryption and decryption. The keys are termed as public 

key which is known to all and a private key which is known 

only to the recipient of the message. This method is slow 

when compared to the symmetric type and also the key 

management is complex. In this paper, we use symmetric key 

cryptographic technique named as SD-C1BBR algorithm for 

encryption and also we use LSB modification technique for 

hiding the data. Thus the use of both the cryptography and 

steganography technique to secure data has been discussed 

elaborately in the following sections of this paper. 

II. PROPOSED SYSTEM 

The steps used to achieve the proposed security technique 

are as follows: 

Step 1- Initially, the position number of each byte in the text 

file is added to its corresponding ASCII value. The modified 

ASCII value is then stored in the file. 

Step 2- In the second step, every bit in the input file is 

manipulated according to the length of the password provided 

by the user. 

Step 3- In the next step, after converting each byte of the 

input file into its binary equivalent, blocks of data are taken 

and advanced bit randomization technique is applied. 

Step 4- In the fourth step, the bits in the file is reversed 

using Bit reversal technique. Thus the output of this step will 

be the encrypted cipher text. 

Step 5- In this step, the encrypted file is embedded into the 

image by modifying the LSB of the image with respect to the 

bytes of the encrypted file. 

Step 6- Finally, a pattern is set for the image within which 

the encrypted file has been embedded. 

The above mentioned steps are done with the file which is 

selected as the input. But before implementing these steps, we 

need to generate a unique number called as “code”. It can be 

generated using the password provided by the user. The steps 

for the code generation are discussed in brief in the following 

sections of the paper. 

III. PROPOSED DATA SECURITY TECHNIQUE 

1. Unique code generation 

In this step, a unique number called as “code” is generated 

from the password provided by the user. This number will be 

used later in the randomization step for encrypting the file. 
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The code can be generated by calculating the ASCII value for 

each byte in the password and multiplying it with 2
i 
where „i‟ 

represents the position of each byte in the password. Once this 

value is computed for each byte separately, all the values are 

added to get a number which can be named as „N‟.  Then, the 

digits in the number „N‟ is added together to get the unique 

code. 

For example, if the password is „AB‟, then 

N= 65*2
1
+66*2

2
= 394 

Code= 3+9+4=16 

2. Addition of position number to each byte of input file 

Here, the position number of each byte in the input file is 

added to its corresponding byte‟s ASCII value and then the 

new value is stored in its place. When the length of a string is 

5, the position number is calculated from left to right and the 

ASCII value of each character in the same order is added to it. 

Initially, the ASCII value of each byte is identified and then 

added to its position number to replace the existing value with 

the new modified ASCII value for each byte in the file.  After 

computing the values, if the modified value is greater than 255 

(i.e. Modified ASCII value > 255) then, Modified ASCII 

value= Mod (modified ASCII value, 256)Similarly, for 

decryption the position number is subtracted from the existing 

ASCII value. If the modified ASCII value < 0 then, Modified 

ASCII value= Mod (modified ASCII value, 256) 

3. Bit manipulation technique 

In this step, each and every bit in the input file is 

manipulated. At present the input file contains the modified 

ASCII value of each byte. These ASCII values are converted 

into their binary equivalent. Now, the length of the password 

is considered for performing left shift operation on each bit in 

a byte of the input file. 

For example, if the length of the password is 5 then, the bits 

in every byte have to be shifted 5 places to the left. Let us 

consider a byte containing bits in the form as 

[B8,B7,B6,B5,B4,B3,B2,B1] this can be reformed as 

[B3,B2,B1,B8,B7,B6,B5,B4]. 

After shifting the bits, the byte is reversed and then the last 

two bits and the first two bits in every byte are swapped. 

Therefore, the byte becomes [B3,B2,B1,B4,B5,B6,B7,B8] and 

then  the bit B3 will be swapped with B8 and the bit B2 with 

B7. Hence the byte  [B3,B2,B1,B4,B5,B6,B7,B8] becomes 

[B8,B7,B1,B4,B5,B6,B2,B3]. 

4. Advanced technique of Bit Randomization 

In this step, a random key matrix is generated with all the 

characters (0 to 255 ASCII characters) in a random order. 

Then two characters are taken simultaneously from the input 

file and their values in the random matrix is looked up and 

stored in a separate file. The proposed algorithm uses the 

concept of randomization from MSA algorithm but some 

modifications are done in order to improve the level of 

security. Here the size of the block can be chosen by the 

programmer. If the block size is chosen as 4X4 matrix then 2 

bytes can be encrypted and stored in the matrix at a time. 

Since 2X8=16 values can be stored in a 4X4 matrix. Similarly, 

if a 8X8 matrix block is chosen then, 8 bytes can be encrypted 

at the same time. The randomization can be done with the 

following functions: 

a) Middle_row_leftshift() 

b) Middle_column_upshift() 

c) Leftshift() 

d) Upshift() 

e) Left_diagonal_randomization() 

f) Cycling() for „code‟ number of times. 

g) Right_diagonal_randomization() 

h) Downshift() 

i) Rightshift() 

j) Middle_column_downshift() 

k) Middle_row_rightshift() 

The above mentioned functions can be implemented 

normally as matrix transformation function. Whereas, the 

function cycling() alone is multi-directional and if the outer 

cells rotate in one direction then the inner cells rotate in the 

direction opposite to it. Similarly, in the functions like middle 

row leftshift(), middle row rightshift(), middle column 

upshift(), and middle column downshift() the shifting 

operations are done based on [Abs(m/2) and Abs(m/2)+1]
th 

 

cell for „m‟ rows and [Abs(n/2) and Abs(n/2)+1]
th

 cell for „n‟ 

columns in any mXn matrix. 

5. Bit Reversal technique 

This is the final stage of encrypting the file. Here the output 

from the previous stage is taken and converted to its binary 

equivalent. The binary bits in every byte are reversed and then 

the final encrypted form of the file is obtained. 

 For example, if the sequence of bits in a byte is 

[B1,B2,B3,B4,B5,B6,B7,B8] it can be reversed into 

[B8,B7,B6,B5,B4,B3,B2,B1]. 

6. Modification of LSB in the cover image 

In this step, the image which is chosen as cover image 

should be at least 10 times larger than the file needed to be 

embedded in it. To embed a file into an image, we first read 

one byte from the encrypted file and the bits are extracted. 

Then, eight consecutive bytes from the cover file are read. 

After that, the bits from the encrypted file are checked with 

the LSB of the eight bytes obtained from the cover file. If it 

differs, the corresponding bit is replaced with the bit of the 

encrypted file. When we want to extract the original encrypted 

file from the image, then we should follow the reverse 

process. Here the bits which are changed are counted so that 

the reverse process would be easy to implement to get back 

the original file. 

7. Setting pattern to image 

The pattern chosen for the image is 9-bit pattern lock. Here 

there will be 9 dots present on the image and every dot will 

have a number which is stored internally. When the user 

moves over a particular dot, the number behind that dot is 

stored. The minimum number of dots which can be selected is 

4 and the maximum being 9. The user selects a particular 

pattern as the key for embedding the file into the image. Only 

when the correct pattern is drawn, the file will be unhidden 

and can be used for further manipulation. This 9-bit pattern 

lock is proved to be secured because there a large number of 
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combinations for 9 dots present and it would not be possible 

for any hacker to break through such a secured pattern. 

 

 
Fig.1 Flow diagram of proposed method 

IV. ARCHITECTURE DIAGRAM 

 
Fig.2 Architecture diagram of proposed method 

V. DECRYPTION 

 

The steps followed for encryption can be reversed 

engineered to get the original input file which has been 

encrypted. When a file needs to be decrypted, the password 

which was given for encryption will be used for retrieving the 

original file. 

VI. COMPARISON WITH OTHER ALGORITHMS 

The proposed algorithm is compared with MSA, TTJSA 

and DJSA algorithms. The study of this comparison based on 

the time phenomenon shows that SD-C1BBR algorithm 

computes almost at the same time as all the three algorithms 

but, SD-C1BBR is more effective in terms of encryption when 

compared to MSA and DJSA algorithms. Though SD-C1BBR 

is almost the same as TTJSA algorithm, the encryption in 

TTJSA is stronger than in SD-C1BBR algorithm. In TTJSA 

for every slight change in the input file the output will be 

changed accordingly whereas this does not happen in SD-

C1BBR. One of the drawbacks in TTJSA algorithm is it 

cannot encrypt a file containing only null value but, this can 

be done with the SD-C1BBR algorithm. 

VII. ADVANTAGES OF PROPOSED METHOD OVER THE EXISTING 

METHOD  

The techniques present in today‟s android mobiles for 

encryption is to password protect the files. Another method 

used for encryption is by providing pattern for the files needed 

to be encrypted. Some of the apps in android mobiles allows 

the user to hide the required files with selection of hide/unhide 

option present in the respective app. Thus the method 

proposed allows the user to both encrypt and to hide the 

encrypted document hence preserving the file from being 

accessed by the unauthorized users. 

VIII. CONCLUSION 

 The encryption algorithm proposed in this paper includes 

manipulation of file at both byte and bit level. Hence it 

provides a better encryption when compared to the algorithms 

which provides only encryption at byte level. This paper also 

states the technique of embedding the encrypted file in a cover 

image. The hiding is done by replacing the LSB of the cover 

image after checking it with the encrypted file. Thus the 

proposed method of securing data proves to be an efficient 

technique and can be used in android mobiles as an effective 

application.  
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