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Abstract—   A distributed denial-of-service (DDoS) attack is 

an attempt to make a computer resource unavailable to its 

intended users. A number of IP traceback approaches have 

been suggested to identify attackers and there are two major 

methods for IP trace back, the probabilistic packet marking 

(PPM) and the deterministic packet marking (DPM) Both of 

these strategies require routers to inject marks into individual 

packets. The memory less feature occur in the Internet routing 

mechanisms makes it extremely hard for old mechanisms. So 

newly introduced effective and efficient IP trace back scheme 

against DDoS attacks based on entropy variations. In trace 

back mechanisms identifying the number of zombies in large 

scale network and all so give the authentication for blocked 

users. It works as an independent software module with 

current routing software. This makes it a feasible and easy to 

be implemented solution for the current Internet. 

 

IndexTerms—Distributed Denial-of-Service (DDoS), 

Probabilistic Packet Marketing (PPM), Deterministic Packet 

Marketing (DPM), Routers, Internet Routing Mechanisms. 

I. INTRODUCTION 

DoS attacks, attackers generate a huge amount of 

requests to victims through compromised computers 

(zombies), with the aim of denying normal service or 

degrading of the quality of services. It has been a major threat 

to the Internet since year 2000, and a recent survey on the 

largest 70 Internet operators in the world demonstrated that 

DDoS attacks are increasing dramatically, and individual 

attacks are more strong and sophisticated. Furthermore, the 

survey also found that the peak of 40 gigabit DDoS attacks 

nearly doubled in 2008 compared with the previous year. The 

key reason behind these phenomena is that the network 

security community does not have effective and efficient 

traceback methods to locate attackers as it is easy for attackers 

to disguise themselves by taking advantages of the 

vulnerabilities of the World Wide Web, such as the dynamic, 

stateless, and anonymous nature of the Internet. 
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A. IP trace back 

IP trace back means the capability of identifying the actual 

source of any packet sent across the Internet. Because of the 

vulnerability of the original design of the Internet, we may not 

be able to find the actual hackers at present. In fact, IP 

traceback schemes are considered successful if they can 

identify the zombies from which the DDoS attack packets 

entered the Internet. Research on DDoS detection mitigation 

and filtering has been conducted pervasively. 

B. Packet pollution 

     However, the efforts on IP traceback are limited. A 

number of IP traceback approaches have been suggested to 

identify attackers and there are two major methods for IP 

traceback, the probabilistic packet marking (PPM) and the 

deterministic packet marking (DPM). Both of these strategies 

require routers to inject marks into individual packets. 

Moreover, the PPM strategy can only operate in a local range 

of the Internet (ISP network), where the defender has the 

authority to manage. However, this kind of ISP networks is 

generally quite small, and we cannot traceback to the attack 

sources located out of the ISP network. The DPM strategy 

requires all the Internet routers to be updated for packet 

marking. However, with only 25 spare bits available in as IP 

packet, the scalability of DPM is a huge problem. Moreover, 

the DPM mechanism poses an extraordinary challenge on 

storage for packet logging for routers. Therefore, it is 

infeasible in practice at present. Further, both PPM and DPM 

are vulnerable to hacking, which is referred to as packet 

pollution. 

C. Entropy Variations 

     IP trace back methods should be independent of packet 

pollution and various attack patterns. In previous work on 

DDoS attack detection, compared the packet number 

distributions of packet flows, which are out of the control of 

attackers once the attack is launched, and found that the 

similarity of attack flows is much higher than the similarity 

among legitimate flows, e.g., flash crowds. Entropy rate, the 

entropy growth rate as the length of a stochastic sequence 

increases , was employed to find the similarity between two 

flows on the entropy growth pattern, and relative entropy, an 

abstract distance between two probabilistic mass distributions, 

was taken to measure the instant difference between two 
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flows. A novel mechanism for IP traceback using information 

theoretical parameters, and there is no packet marking in the 

proposed strategy; therefore, can avoid the inherited 

shortcomings of the packet marking mechanisms. Categorize 

packets that are passing through a router into flows, which are 

defined by the upstream router where a packet came from, and 

the destination address of the packet. During non-attack 

periods, routers are required to observe and record entropy 

variations of local flows. 

D. Pushback Process 

     Flow entropy variation or entropy variation 

interchangeably. Once a DDoS attack has been identified, the 

victim initiates the following pushback process to identify the 

locations of zombies: the victim first identifies which of its 

upstream routers are in the attack tree based on the flow 

entropy variations it has accumulated, and then submits 

requests to the related immediate upstream routers. The 

upstream routers identify where the attack flows came from 

based on their local entropy variations that they have 

monitored. Once the immediate upstream routers have 

identified the attack flows, they will forward the requests to 

their immediate upstream routers, respectively, to identify the 

attacker sources further; this procedure is repeated in a parallel 

and distributed fashion until it reaches the attack source(s) or 

the discrimination limit between attack flows and legitimate 

flows is satisfied.  

E. PPM and DPM 

Our analysis, experiments, and simulations demonstrate that 

the proposed traceback mechanism is effective and efficient 

compared with the existing methods. The current strategy is 

fundamentally different from the existing PPM or DPM 

traceback mechanisms, and it outperforms the available PPM 

and DPM methods. Because of this essential change, the 

proposed strategy overcomes the inherited drawbacks of 

packet marking methods, such as limited scalability, huge 

demands on storage space, and vulnerability to packet 

pollutions. The proposed method brings no modifications on 

current routing software. Both PPM and DPM require update 

on the existing routing software, which is extremely hard to 

achieve on the Internet. On the other hand, our proposed 

method can work independently as an additional module on 

routers for monitoring and recording flow information, and 

communicating with its upstream and downstream routers 

when the pushback procedure is carried out. The current 

method will be effective for future packet flooding DDoS 

attacks because it is independent of traffic patterns. Some 

previous works depend heavily on traffic patterns to conduct 

their traceback. For example, they expected that traffic 

patterns obey Poisson distribution or Normal distribution. 

However, traffic patterns have no impact on the proposed 

scheme; therefore, deal with any complicated attack patterns, 

even legitimate traffic pattern mimicking attacks. The 

proposed method can archive real-time traceback to attackers. 

Once the short-term flow information is in place at routers, 

and the victim notices that it is under attack, it will start the 

traceback procedure. The workload of traceback is distributed, 

and the overall traceback time mainly depends on the network 

delays between the victim and the attackers. 

II.   RELATED WORK 

Denials of Service (DOS) [5] attacks are intended to shut 

down the servers for a period of time. To make site non-

functional for a time the main part of attack is DOS attack. 

DOS attacks are usually doing by following methods: Send 

unlimited amount of packets to the server; executing 

malwares; teardrop attack; Application level flood Sending 

unlimited packets by ping command is also known as ICMP 

flood. This method can be done in the following way. A 

simple DOS attack code would be: Ping {ip} -t -l 20000 on 

command prompt window. This command sends 20000 bytes 

of data to the ip, in a single packet. The -t is to ping the 

specified host until stopped and -l is to specify the buffer size. 

A Teardrop attack involves sending mangled Internet Packet 

fragments with overlapping, over-sized, payloads to the target 

machine. In peer to peer attack thousands of computers will 

try to access a single computer at the same time. It will break 

down all the connection from the server at last the target 

machine will fail. Application level flood is by the m is-

programming of an application installed on the server. So it 

will consume a major portion of server computing power and 

memory.  

Distributed denial of service (DDoS) [9] attacks present a 

significant security threat to corporations, and the threat 

appears to be growing In one study, covering a three-week 

period in 2001, investigators observed more than 12,000 

attacks against more than 5000 distinct targets, ranging from 

well-known ecommerce companies such as Amazon and 

Hotmail to small foreign ISPs and dial-up connections. DDoS 

attacks make computer systems inaccessible by flooding 

servers, networks, or even end user systems with useless 

traffic so that legitimate users can no longer gain access to 

those resources. In a typical DDoS attack, a large number of 

compromised hosts are amassed to send useless packets. In 

recent years, the attack methods and tools have become more 

sophisticated, effective, and more difficult to trace to the real 

attackers, while defense technologies have been unable to 

withstand large-scale attacks. 

A denial of service (DoS) attack is an attempt to prevent 

legitimate users of a service from using that service. When this 

attack comes from a single host or network node, then it is 

simply referred to as a DoS attack. A more serious threat is 

posed by a DDoS attack. In a DDoS attack, an attacker is able 

to recruit a number of hosts throughout the Internet to 

simultaneously or in a coordinated fashion launch an attack 

upon the target. This section is concerned with DDoS attacks. 

First, we look at the nature and types of attacks. Next, we 

examine means by which an attacker is able to recruit a 

network of hosts for attack launch. Finally, this section looks 

at countermeasures. 
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To handle a novel framework to detect and identify DDoS 

attacks. Our proposed approach is able to detect any type of 

DDoS attacks such as TCP SYN flood, TCP RST flood, UDP 

flood, ICMP flood, and DNS flood, as long as they use 

spoofed source IP addresses. The key idea of our framework is 

to exploit spatial and temporal correlation of DDoS attack 

traffic. In this framework, we design a perimeter-based anti-

DDoS system, in which traffic is analyzed only at the edge 

routers of an Internet service provider (ISP) network. The anti-

DDoS system consists of two major components: (1) feature 

extraction  (2) detection. Our feature extraction scheme 

exploits temporal correlation between the outgoing traffic and 

the incoming traffic on a link, which makes distinct features 

between normal and attack traffic; the 2D matching features 

are used by the detection module. In detection, our machine 

learning algorithm is able to utilize the spatial correlation of 

DDoS attack traffic at different routers. 

Trace back mechanisms are a critical part of the defense 

against IP spoofing and DoS attacks, as well as being of 

forensic value to law enforcement. Currently proposed IP trace 

back mechanisms are inadequate to address the trace back 

problem for the following reasons: they require DDoS victims 

to gather thousands of packets to reconstruct a single attack 

path; they do not scale to large scale Distributed DoS attacks; 

and they do not support incremental deployment. We propose 

Fast Internet Trace back (FIT), a new packet marking 

approach that significantly improves IP trace back in several 

dimensions: (1) victims can identify attack paths with high 

probability after receiving only tens of packets, a reduction of 

1–3 orders of magnitude compared to previous packet marking 

schemes; (2) FIT performs well even in the presence of legacy 

routers, allowing every FIT-enabled router in path to be 

identified; and (3) FIT scales to large distributed attacks with 

thousands of attackers. Compared with previous packet 

marking schemes, FIT represents a step forward in 

performance and deploys ability 

The source identification problem in the framework of 

probabilistic packet marking (PPM) and present a 

comprehensive analysis of its properties. We show that PPM 

is vulnerable to spoofing of the marking field in the IP header 

by the attacker which can impede trace back by the victim. 

The optimal decision problem the victim can choose the 

marking probability and the attacker chooses the spoofed 

marking value, source address, and attack volume can be 

expressed as a constrained minimax optimization problem: the 

victim selects the marking probability such that the number of 

forgeable attack paths is minimized and the attacker chooses 

the traffic volume and marking value to maximize uncertainty. 

We show that the attacker’s ability to hide his location is 

curtailed by increasing the marking probability; however, the 

degree to which the victim can delimit the attacker’s injection 

of uncertainty is bounded by sampling constraints. In 

particular, the attacker, by choosing a minimal attack traffic 

volume, can amplify the number of equally likely forged 

attack paths to, independent of the victim’s choice of marking 

probability, resources must be nontrivially taxed. We show 

that the attacker’s address can be localized to within 2–5 

equally likely sites which render PPM effective against single 

source attacks. Next, to concentrate the consequences of the 

attacker mounting distributed DoS attacks where each 

partaking attack host transmits a minimal traffic volume to 

maximize anonymity, and attack volume amplification is 

achieved by engaging a large number of sources. Thus PPM, 

while effective against single-source attacks, is potentially 

vulnerable when subject to distributed DoS attacks. 

The Source Path Isolation Engine (SPIE) to enable IP trace 

back, the ability to identify the source of a particular IP packet 

given a copy of the packet to be traced, its destination, and an 

approximate time of receipt. Historically, tracing individual 

packets has required prohibitive amounts of memory; one of 

SPIE’s key innovations is to reduce the memory requirement 

(down to 0.5% of link bandwidth per unit time) through the 

use of Bloom filters [3]. By storing only packet digests, and 

not the packets themselves, SPIE also does not increase a 

network’s vulnerability to eavesdropping. SPIE therefore 

allows routers to efficiently determine if they forwarded a 

particular packet within a specified time interval while 

maintaining the privacy of unrelated traffic. 

In other words, such attacks may reduce the quality of 

services unnoticeably. Our defense method calls for 

collaborative detection and filtering (CDF) of shrew DDoS 

attacks. We detect shrew attack flows hidden in legitimate 

TCP/UDP streams by spectral analysis against pre-stored 

template of average attack spectral characteristics. This novel 

scheme is suitable for either software or hardware 

implementation. The CDF scheme is implemented with the 

NS-2 network simulator using real-life Internet background 

traffic mixed with attack datasets used by established research 

groups. Our simulated results show high detection accuracy by 

merging alerts from cooperative routers. Both theoretical 

modeling and simulation experimental results are reported 

here. The experiments achieved up to 95% successful 

detection of network   anomalies along with a low 10% false 

positive alarms. The scheme cuts off malicious flows 

containing shrew attacks using a newly developed packet-

filtering scheme. Our filtering scheme retained 99% of 

legitimate TCP flows, compared with only 20% TCP flows 

retained by using the Drop Tail algorithm. The paper also 

considers DSP, FPGA, and network processor implementation 

issues and discusses limitations and further research 

challenges. 

III. PROPOSED APPROACH 

A novel traceback method for DDoS attacks that is based on 

entropy variations between normal and DDoS attack traffic, 

which is fundamentally different from commonly used packet 

marking techniques The results of extensive experimental and 

simulation studies are presented to demonstrate the 

effectiveness and efficiency of the proposed method. This 

experiments show that accurate traceback is possible within 20 

seconds (approximately) in a large-scale attack network with 

thousands of zombies. 
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Advantages 

• It is memory non-intensive 

• Efficiently scalable 

• Robust against packet pollution 

• Independent of attack traffic patterns. 

 

We categorize the packets that are passing through a router 

into flows. A flow is defined by a pair the upstream router 

where the packet came from, and the destination address of the 

packet. Entropy is an information theoretic concept, which is a 

measure of randomness. We employ entropy variation in this 

paper to measure changes of randomness of flows at a router 

for a given time interval. We notice that entropy variation is 

only one of the possible metrics change point of flows, to 

identify the abnormality of DDoS attacks; however, attackers 

could cheat this feature by increasing attack strength slowly. 

We can also employ other statistic metrics to measure the 

randomness, such as standard variation or high-order moments 

of flows. We choose entropy variation rather than others in 

this paper because of the low computing workload for entropy 

variations. First, let us have a close investigation on the flows 

of a router, as shown in system modeling diagram generally, a 

router knows its local topology. 

 

 

Fig.1 System Modeling 

We name the router that we are investigating now as a local 

router. In the rest of the paper, we use I as the set of positive 

integers, and R as the set of real numbers. We denote a flow 

on a local router by <ui; dj; t>; i; j ЄI; t Є R, where ui is an 

upstream router of a local router Ri, dj is the destination 

address of a group of packets that are passing through the local 

router Ri, and t is the current time stamp. For example, the 

local router Ri in Fig. 2 has two different incoming flows—the 

ones from the upstream routers Rj and Rk, respectively. We 

name this kind of flows as transit flows. Another type of 

incoming flows of the local router Ri is generated at the local 

area network; we call these local flows, and we use L to 

represent the local flows. We name all the incoming flows as 

input flows, and all the flows leaving router Ri are named as 

output flows. We denote ui; i Є I as the immediate upstream 

routers of the local router Ri, and set U as the set of incoming 

flows of router Ri. Therefore, U ={ui, i Є I} + {L}.  We use a 

set D = {di, i Є I }to represent the destinations of the packets 

that are passing through the local router Ri. If v is the victim 

router, then v Є D. Therefore, a flow at a local router can be 

defined as follows:  

Fij(ui,dj) = {<ui,dj,t>|uiЄU,dj Є D,i,j ЄI} ………. (3.1) 

We denote |fij(ui,dj,t)| as the count number of packets of the 

flow fij at time t. For a given time interval ΔT, we define the 

variation of the number of packets for a given flow as follows:  

Nij(ui,dj,t+ ΔT) = |fij(ui,dj,t+ ΔT )| - |fij(ui,dj, t)| 

…………(3.2) 

 If we set |fij(ui,dj, t)| = 0, then Nij(ui,dj,t+ ΔT) is the 

number of packets of flow fij, which went through the local 

router during the time interval ΔT. In order to make the 

presentation tidy, we use Nij(ui,dj ) to represent Nij(ui,dj,t+ 

ΔT) in the rest of this paper. Based on the large number 

theorem, we have the probability of each flow at a local router 

as follows: 

 

 

………………

…(3.3) 

Where pij(ui,dj) gives the probability of the flow fij 

over all the flows on the local router, and 

. Let F be the 

random variable of the number of flows during the 

time interval ΔT on a local router, therefore, we 

define the entropy of flows for the local router as 

follows:  

 

 

……………

…… (3.4) 

In order to differentiate from the original definition 

of entropy, we call H(F) as entropy variation in this 

paper, which measures the variations of randomness 

of flows on a given local router. 

 

Fig.2 System Architecture 
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The flows with destination as the victim include legitimate 

flows, such as f2, and a combination of attack flows and 

legitimate flows, such as f1 and f3. Compared with non-attack 

cases, the volumes of some flows increase significantly in a 

very short time period in DDoS attack cases. Observers at 

routers R1, R3, R4, and V will notice the dramatic changes 

however, the routers who are not in the attack paths, such as 

R2, will not be able to sense the variations. Therefore, once 

the victim realizes an ongoing attack, it can push-back to the 

LANs, which caused the changes based on the information of 

flow entropy variations, and therefore, we can identify the 

locations of attackers. The traceback can be done in a parallel 

and distributed fashion in our proposed scheme. In Fig, based 

on its knowledge of entropy variations, the victim knows that 

attackers are somewhere behind router R1, and no attackers 

are behind router R3. Then the traceback request is delivered 

to router R1. Similar to the victim, router R1 knows that there 

are two groups of attackers, one group is behind the link to 

LAN1 and another group is behind the link to LAN2. Then the 

traceback requests are further delivered to the edge routers of 

LAN1, respectively. Based on entropy variation information 

of router R3, the edge router of LAN1 can infer that the 

attackers are located in the local area network, LAN1. 

Similarly, the edge router of LAN2 finds that there are 

attackers in LAN1; furthermore, there are attackers behind 

router R4. The traceback request is then further passed to the 

upstream routers, until we locate the attackers in LAN4. 

IV. METHODOLOGY 

 Following are the most frequently used project 

management methodologies in the project management 

practice: 

1. Local Flow Monitoring and Recording 

2. Analyzing the Flow Variation(Using Entropy Variation) 

3. Workload Distribution(IP Pushback Tracing) 

4. Identifying and Blocking the Attack Source 

5. Evaluate the Total Trace Back Time 

6. Authentication for Blocked User 

A. Local Flow Monitoring and Recording 

         The main objectives of this module is monitoring and 

recording the flow of packet information. The packets that are 

passing through a router into flows. A flow is defined by pair 

information for the upstream router where the packet came 

from and the destination address of the packet. In this module, 

they used to monitoring the incoming packet flow and 

outgoing packet flow information. Recording the flow of 

packet information to the temporary routing table in non attack 

duration time. 

B. Analyzing the Flow Variation(Using Entropy Variation) 

         The main objectives of these modules are analyzing 

the flow variation for each and every packet from the 

temporary routing table. A flow is defined by a pair the 

upstream router where the packet came from and the 

destination address of the packet. Entropy is an information 

theoretic concept, which is a measure of randomness. We 

employ entropy variation to measure changes of randomness 

of flows at a router for a given time interval. We notice that 

entropy variation is only one of the possible metrics. Change 

point of flows, to identify the abnormality of DDoS attacks.  

The volumes of some flows increase significantly in a very 

short time period in DDoS attack cases at the time measure 

flow variation using entropy. It is true that the network traffic 

for a router may dynamically change a lot from peak to off-

peak service times. However, this kind of change lasts for a 

relatively long time interval, e.g., at least at the level of 

minutes. If we break down these changes into seconds, the 

change of traffic is quite smooth in our context. The number 

of flows for a given router is stable at both the attack cases and 

non attack cases. For a local router, suppose that the number 

of flows is N, and the probability distribution is P (p1, 

p2…pN).  

C. Workload Distribution(IP Pushback Tracing) 

IP TraceBack algorithm used to tracing the actual source of 

attacker The effectiveness and efficiency of the proposed 

entropy variation based on IP traceback mechanism. Our first 

task is to show that the flow entropy variation is stable for non 

attack cases, and find out the fluctuations for normal 

situations; the second task is to demonstrate the relationship 

between the drop of flow entropy variation and the increase of 

attack strength, so that we can identify the threshold for 

identifying attack sources; we further simulate the whole 

attack tree for traceback, and evaluate the total traceback time. 

Once a DDoS attack has been confirmed by any of the existing 

DDoS detection algorithms, then the victim starts the IP 

traceback algorithm the IP traceback algorithm is installed at 

routers. It is initiated by the victim, and at the upstream 

routers, it is triggered by the IP traceback requests from the 

victim or the downstream routers which are on the attack path. 

The proposed algorithms are independent from the current 

routing software; they can work as independent modules at 

routers. As a result, we do not need to change the current 

routing software. 

D. Identifying and Blocking the Attack Source 

This module is used to identifying the attack sources and 

also blocking source of an attack. It employs the features that 

are out of the control of hackers to conduct IP traceback. We 

observe and store short-term information of flow entropy 

variations at routers. Once a DDoS attack has been identified 

by the victim via detection algorithms, the victim then initiates 

the pushback tracing procedure. The traceback algorithm first 

identifies its upstream routers where the attack flows came 

from, and then submits the traceback requests to the related 

upstream routers.  

This procedure continues until the most far away zombies 

are identified or when it reaches the discrimination limitation 

of DDoS attack flows. Extensive experiments and simulations 

have been conducted, and the results demonstrate that the 

proposed mechanism works very well in terms of 
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effectiveness and efficiency. Finally identified a source 

attacker and blocking the source attacker from the current 

network access. 

E. Evaluate the Total Trace Back Time 

    The total trace back time of identifying source of an 

attacker. The effectiveness and efficiency of the proposed 

entropy variation based on IP traceback mechanism. Our first 

task is to show that the flow entropy variation is stable for non 

attack cases, and find out the fluctuations for normal 

situations; the second task is to demonstrate the relationship 

between the drop of flow entropy variation and the increase of 

attack strength, so that we can identify the threshold for 

identifying attack sources; we further simulate the whole 

attack tree for traceback, and evaluate the total traceback time 

Consequently, in order to evaluate our scheme, we have 

carefully conducted extensive simulations and real case 

observations. The simulation settings are arranged according. 

We set the attack tree as a binary tree or three-branch tree, 

respectively, and zombies are distributed in the attack tree 

uniformly. We note that, our entropy variation traceback 

mechanism is independent from the topology of attack 

network and it is also independent from the network topology 

of victims, such as, 5-10 minutes attack duration, 10,000 

packets per second of attack flows.  

The performance evaluation included two parts the first one 

focused on the entropy variation monitoring at a local router; 

and the second part was to demonstrate the effectiveness of 

DDoS attacker traceback and the overall traceback time. 

Conducted two simulations for this purpose: we make the 

mean of flows as 100 packets per time unit, and the standard 

variations (std) of the flows are 25 and 50, respectively. We 

observe the changes of the entropy variation against the 

number of flows. The results are shown in Fig. 10. It indicates 

that the standard variation of the entropy variation is quite 

stable (the fluctuation is around 1-3 percent), even when the 

fluctuations of the flows are quite big, 25% and 50%, 

respectively. Moreover, the standard variation of entropy 

variation decreases when the number of flows increases. 

F. Authentication for Blocked User 

    In this module the user is blocked for some reason by 

Administrator. So the user sends request to authenticate the 

network like earlier periods and user request to know the 

blocked reason from admin at the same time. Administrator 

need to identify whether the authenticate user with the help of 

starting time key. If the user gave that key to administrator. 

Then Administrator identify that key if the is correct user get 

the authentication from administrator. Here after the user 

thought access his system with the help of that key only. 

V. CONCLUSION 

A number of IP traceback approaches have been suggested 

to identify attackers and there are two major methods for IP 

traceback, the probabilistic packet marking (PPM) and the 

deterministic packet marking (DPM) Both of these strategies 

require routers to inject marks into individual packets. 

Moreover, the PPM strategy can only operate in a local range 

of the Internet (ISP network), where the defender has the 

authority to manage. However, this kind of ISP networks is 

generally quite small, and we cannot traceback to the attack 

sources located out of the ISP network. The DPM strategy 

requires all the Internet routers to be updated for packet 

marking. However, with only 25 spare bits available in as IP 

packet, the scalability of DPM is a huge problem. Moreover, 

the DPM mechanism poses an extraordinary challenge on 

storage for packet logging for routers. Therefore, it is 

infeasible in practice at present. Further, both PPM and DPM 

are vulnerable to hacking, which is referred to as packet 

pollution.  

VI. FUTURE WORK 

The proposed method deals with the packet flooding type of 

attacks perfectly. However, for the attacks with small number 

attack packet rates, e.g., if the attack strength is less than seven 

times of the strength of non-attack flows, then the current 

metric cannot discriminate it. Therefore, a metric of finer 

granularity is required to deal with such situations. Second one 

is Location estimation of attackers with partial information. 

When the attack strength is less than seven times of the normal 

flow packet rate, the proposed method cannot succeed at the 

moment. However, we can detect the attack with the 

information that we have accumulated so far using traditional 

methods, e.g., the hidden Markov chain model, or recently 

developed tools, e.g., the network tomography. 
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