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Abstract— Data sharing is an important functionality in cloud 
storage. In this article, we show how to securely, efficiently, and 
flexibly share data with others in cloud storage. We describe new 
public-key cryptosystems which produce constant-size ciphertexts 
such that efficient delegation of decryption rights for any set of 
ciphertexts are possible. The novelty is that one can aggregate any set 
of secret keys and make them as compact as a single key, but 
encompassing the power of all the keys being aggregated. In other 
words, the secret key holder can release a constant-size aggregate key 
for flexible choices of ciphertext set in cloud storage, but the other 
encrypted files outside the set remain confidential. This compact 
aggregate key can be conveniently sent to others or be stored in a 
smart card with very limited secure storage. We provide formal 
security analysis of our schemes in the standard model. We also 
describe other application of our schemes. In particular, our schemes 
give the first public-key patient-controlled encryption for flexible 
hierarchy, which was yet to be known. 

 
Index Terms —Ciphertext, Secret key, Aggregate key. 

I. INTRODUCTION 

he cloud is an important storage facility used by all the 
people all over the world. But, there is no security 

provided to the cloud storage. Some of the security’s are 
provided but the hackers easily break them. We cannot 
provide full security to the account. We make an secured way 
to save the file by encrypting and sending the data to the 
receivers, Also the receiver uses an secret key to decode the 
data received. The KP-ABE, CP-ABE technique’s are used 
here to provide security to the files. Keys are generated so that 
they are used to encrypt an decrypt the data. The receiver itself 
cannot view the original data before decrypting the data so 
that tha other users cannot find out what is there. 

II.  RELATED WORKS 

There exist several expressive ABE schemes where the 
decryption algorithm only requires a constant number of 
pairing computations. Recently, Green et al. proposed a 
remedy to this problem by introducing the notion of ABE with 
outsourced decryption, which largely eliminates the 
decryption overhead for users. Based on the existing ABE 
schemes, Green et al. also presented concrete ABE schemes 
with outsourced decryption. In these existing schemes, a user 
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provides an untrusted server, say a proxy operated by a cloud 
service provider, with a transformation key TK that allows the 
latter to translate any ABE ciphertext CT satisfied by that 
user’s attributes or access policy into a simple ciphertext CT’, 
and it only incurs a small overhead for the user to recover the 
plaintext from the transformed ciphertext CT’. The security 
property of the ABE scheme with outsourced decryption 
guarantees that an adversary (including the malicious cloud 
server) be not able to learn anything about the encrypted 
message; however, the scheme provides no guarantee on the 
correctness of the transformation done by the cloud server. In 
the cloud computing setting, cloud service providers may have 
strong financial incentives to return incorrect answers, if such 
answers require less work and are unlikely to be detected by 
users.  

III.  PROPOSED WORKS 

We considered the verifiability of the cloud’s 
transformation and provided a method to check the correctness 
of the transformation. However, the we did not formally 
define verifiability. But it is not feasible to construct ABE 
schemes with verifiable outsourced decryption following the 
model defined in the existing. Moreover, the method proposed 
in existing relies on random oracles (RO). Unfortunately, the 
RO model is heuristic, and a proof of security in the RO model 
does not directly imply anything about the security of an ABE 
scheme in the real world. It is well known that there exist 
cryptographic schemes which are secure in the RO model but 
are inherently insecure when the RO is instantiated with any 
real hash function. In this thesis work, firstly modify the 
original model of ABE with outsourced decryption in the 
existing to allow for verifiability of the transformations. After 
describing the formal definition of verifiability, we propose a 
new ABE model and based on this new model construct a 
concrete ABE scheme with verifiable outsourced decryption. 
Our scheme does not rely on random oracles. In this paper we 
only focus on CP-ABE with verifiable outsourced decryption. 
The same approach applies to KP-ABE with verifiable 
outsourced decryption.To assess the performance of our ABE 
scheme with verifiable outsourced decryption, we implement 
the CP-ABE scheme with verifiable outsourced decryption 
and conduct experiments on both an ARM-based mobile 
device and an Intel-core personal computer to model a mobile 
user and a proxy, respectively.   
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IV.  BLOCK DIAGRAM 
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V. SYSTEM MODELLING 

Implementation is the stage in the project where the 
theoretical design is turned into a working system. The most 
critical stage is achieving a successful system and in giving 
confidence on the new system for the users, what it will work 
efficient and effectively. It involves careful planning, 
investing of the current system, and its constraints on 
implementation, design of methods to achieve the changeover 
methods. 

The implementation process begins with preparing a plan 
for the implementation of the system. According to this plan, 
the activities are to be carried out in these plans; discussion 
has been made regarding the equipment, resources and how to 
test activities. 

The coding step translates a detail design representation into 
a programming language realization. Programming languages 
are vehicles for communication between human and 
computers programming language characteristics and coding 
style can profoundly affect software quality and 
maintainability. The coding is done with the following 
characteristics in mind. 

Ease of design to code translation. 

 Code efficiency. 

 Memory efficiency. 

 Maintainability. 
Implementation is the stage of the project when the 

theoretical design is turned out into a working system. Thus it 
can be considered to be the most critical stage in achieving a 
successful new system and in giving the user, confidence that 
the new system will work and be effective. 

 

5.1. Setup Phase 

The setup algorithm takes no input other than the implicit 
security parameter. It outputs the public parameters pk and a 
master key mk. 

5.2. Encrypt Phase 

 Encrypt(pk,m, a). The encryption algorithm takes as 
input the public parameters pk, a message m, and an access 
structure a over the universe of attributes. The algorithm will 
encrypt m and produce a ciphertext ct such that only a user 
that possesses a set of attributes that satisfies the access 
structure will be able to decrypt the message. We will assume 
that the ciphertext implicitly contains a. 

5.3. Key Gen Phase 

 Key generation(mk,s). The key generation algorithm 
takes as input the master key mk and a set of attributes s that 
describe the key. It outputs a private key sk  

 5.4. Decrypt Phase 

 Decrypt(pk, ct, sk). The decryption algorithm takes as 
input the public parameters pk, a ciphertext ct, which contains 
an access policy a, and a privatekey sk, which is a private key 
for a set s of attributes. If the set s of attributes satisfies the 
access structure a then the algorithm will decrypt the 
ciphertext and Return a message m.  

5.5. RESULT 

   The proposed CP-ABE handles each responsibility and 
delivery latency in DTNs. Key Authority build the secret key 
and send to the soldiers. Sender sends the data without secret 
key so the hackers cannot hack the data. And the secret key is 
send through mail or any other ways without any hacking. The 
key to the receiver is sent to the receiver’s email, so that the 
receiver uses the key to decrypt the data. 
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VI. CONCLUSION 

How to protect user’s data privacy is a central question of 
cloud storage. With more mathematical tools, cryptographic 
schemes are getting more versatile and often involve multiple 
keys for a single application. In this article, we consider how 
to “compress” secret keys in public-key cryptosystems which 
support delegation of secret keys for different ciphertext 
classes in cloud storage. No matter which one among the 
power set of classes, the delegatee can always get an aggregate 
key of constant size. Our approach is more flexible than 
hierarchical key assignment which can only save spaces if all 
key-holders share a similar set of privileges. 
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