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ABSTRACT 

 

Cloud storage service has shown its great power and wide popularity which provides fundamental support 

for rapid development of cloud computing. However, due to management negligence and malicious attack, 

there still lie enormous security incidents that lead to quantities of sensitive data leakage at cloud storage 

layer. Once data is stored in the cloud, a client's sovereignty over its data is lost, leaving the data vulnerable 

to many security threats. From the perspective of protecting cloud data confidentiality, this project 

proposed a Mimic Model Code Bot that combines cloud computing with block chain that assures data 

integrity for homomorphic encryption schemes. 

Keywords: Code bot, Cloud Technology, Block chain, Homomorphic encryption 

INTRODUCTION 

In general, data is a distinct piece of information that is gathered and translated for some purpose. If data is 

not formatted in a specific way, it does not valuable to computers or humans. Data can be available in terms 

of different forms, such as bits and bytes stored in electronic memory, numbers or text on pieces of paper, 

or facts stored in a person's mind. 
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Figure 1.1: Data 

Since the invention of computers, people have used the word data to mean computer information, and this 

information is transmitted or stored. There are different kinds of data; such are as follows: 

• Sound 

• Video 

• Single character 

• Number (integer or floating-point) 

• Picture 

• Boolean (true or false) 

• Text (string) 

  

In a computer's storage, data is stored in the form of a series of binary digits (bits) that contain the value 1 

or 0. The information can be in terms of pictures, text documents, software programs, audio or video clips, 

or other kinds of data. The computer data may be stored in files and folders on the computer's storage, and 

processed by the computer's CPU, which utilizes logical operations to generate output (new data) form 

input data. 

As the data is stored on the computer in binary form (zero or one), which can be processed, created, saved, 

and stored digitally. This allows data to be sent from one computer to another with the help of various 

media devices or a network connection. Furthermore, if you use data multiple times, it does not deteriorate 

over time or lose quality. 

CLOUD STORAGE 

Cloud storage allows you to save data and files in an off-site location that you access either through the 

public internet or a dedicated private network connection. Data that you transfer off-site for storage becomes 

the responsibility of a third-party cloud provider. The provider hosts, secures, manages, and maintains the 

servers and associated infrastructure and ensures you have access to the data whenever you need. 
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Figure 1.2: Cloud Storage 

Cloud storage delivers a cost-effective, scalable alternative to storing files on premise hard drives or storage 

networks. Computer hard drives can only store a finite amount of data. When users run out of storage, they 

need to transfer files to an 

  

external storage device. Traditionally, organizations built and maintained storage area networks (SANs) to 

archive data and files. SANs are expensive to maintain, however, because as stored data grows, companies 

have to invest in adding servers and infrastructure to accommodate increased demand. 

 
Figure 1.3: Cloud Storage 

Cloud storage is available in private, public and hybrid clouds. 

PUBLIC STORAGE CLOUDS 

In this model, you connect over the internet to a storage cloud that’s maintained by a cloud provider and 

used by other companies. Providers typically make services accessible from just about any device, including 

smartphones and desktops and let you scale up and down as needed. 

  

 
Figure 1.4: Public Cloud Storage 

Private cloud storage: 
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Private cloud storage setups typically replicate the cloud model, but they reside within your network, 

leveraging a physical server to create instances of virtual servers to increase capacity. You can choose to 

take full control of an on premise private cloud or engage a cloud storage provider to build a dedicated 

private cloud that you can access with a private connection. Organizations that might prefer private cloud 

storage include banks or retail companies due to the private nature of the data they process and store. 

Hybrid cloud storage: 

This model combines elements of private and public clouds, giving organizations a choice of which data to 

store in which cloud. For instance, highly regulated data subject to strict archiving and replication 

requirements is usually more suited to a private cloud environment, whereas less sensitive data can be stored 

in the public cloud. 

PROBLEMS IDENTIFICATION 

A data breach is a cyber-attack in which sensitive, confidential or otherwise protected data has been 

accessed and/or disclosed in an unauthorized fashion. Data breaches can occur in any size organization, 

from small businesses to major corporations. 

1. Accidental Exposure: A large percentage of data breaches are not the result of a malicious attack 

but are caused by negligent or accidental exposure of sensitive data. It is common for an organization’s 

employees to share, grant access to, lose, or mishandle valuable data, either by accident or because they are 

not aware of security policies. 

2. Phishing and Other Social Engineering Attacks: Social engineering attacks are a primary vector 

used by attackers to access sensitive data. They involve manipulating or tricking individuals into providing 

private information or access to privileged accounts. 

3. Insider Threats: Insider threats are employees who inadvertently or intentionally threaten the 

security of an organization’s data. There are three types of insider threats: 

  

Non-malicious insider: These are users that can cause harm accidentally, via negligence, or because they 

are unaware of security procedures. Malicious insider: These are users who actively attempt to steal data or 

cause harm to the organization for personal gain. Compromised insider: These are users who are not aware 

that their accounts or credentials were compromised by an external attacker. The attacker can then perform 

malicious activity, pretending to be a legitimate user. Ransomware: Ransomware is a major threat to data 

in companies of all sizes. Ransomware is malware that infects corporate devices and encrypts data, making 

it useless without the decryption key. Attackers display a ransom message asking for payment to release 

the key, but in many cases, even paying the ransom is ineffective and the data is lost. 

Data Loss in the Cloud: Many organizations are moving data to the cloud to facilitate easier sharing and 

collaboration. However, when data moves to the cloud, it is more difficult to control and prevent data loss. 

Users access data from personal devices and over unsecured networks. 

SQL Injection: SQL injection (SQLi) is a common technique used by attackers to gain illicit access to 

databases, steal data, and perform unwanted operations. It works by adding malicious code to a seemingly 

innocent database query. SQL injection manipulates SQL code by adding special characters to a user input 

that change the context of the query. The database expects to process a user input, but instead starts 

processing malicious code that advances the attacker’s goals. SQL injection vulnerabilities are typically the 

result of insecure coding practices. 

DATA BREACHES IN CLOUD COMPUTING 

Data breaches in cloud computing maintain their status as one of the top cybersecurity threats in 2021. 

Today, organizations are placing more data as well as infrastructure in the public cloud. The public cloud 

has made it possible for organizations to be much more efficient, agile, and to integrate new technologies 

much more quickly 
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In today’s world, a cloud solution is essential for enterprises and individuals. Cloud infrastructures like 

AWS and Microsoft Azure have transformed the way businesses and hobbyists use storage and computing. 

Traditional cloud storage solutions are centralized. A single business entity controls the infrastructure, 

raising questions about privacy and security. This dependability on a third party to keep the data secured is 

a disadvantage for cloud storage. 

BLOCKCHAIN TECHNOLOGY 

Blockchain technology is a structure that stores transactional records, also known as the block, of the 

public in several databases, known as the “chain,” in a network connected through peer-to-peer nodes. 

Typically, this storage is referred to as a ‘digital ledger. ‘Every transaction in this ledger is authorized by 

the digital signature of the owner, which authenticates the transaction and safeguards it from tampering. 

Hence, the information the digital ledger contains is highly secure. 

 
Figure 1.5: Blockchain Technology 

Security is not the only benefit of blockchain technology. Blockchain technology makes sure the owner of 

the data is anonymous. All the sensitive information about identity is protected. Whenever a user tries to 

obtain the data, all the sections are validated to check for alterations. If any alteration is found, the miner 

responsible for that is eliminated from the network. From big tech corporations to entrepreneurs, several 

companies have jumped to the blockchain cloud storage market, transforming their businesses digitally. 

Blockchain provides not only secure but also a cheap way to get cloud storage because many small 

organizations collaborate to share the computing power and space to store data.HISTORY OF 

BLOCKCHAIN 

Satoshi Nakamoto, whose real identity still remains unknown to date, first introduced the concept of 

blockchains in 2008. The design continued to improve and evolve, with Nakamoto using a Hashcash-like 

method. It eventually became a primary component of bitcoin, a popular form of cryptocurrency, where it 

serves as a public ledger for all network transactions. Bitcoin blockchain file sizes, which contained all 

transactions and records on the network, continued to grow substantially. By August 2014, it had reached 

20 gigabytes, and eventually exceeded 200 gigabytes by early 2020. 

KEY ELEMENTS OF A BLOCKCHAIN 

1. Distributed ledger technology: All network participants have access to the distributed ledger and 

its immutable record of transactions. With this shared ledger, transactions are recorded only once, 

eliminating the duplication of effort that’s typical of traditional business networks. 

2. Immutable records: No participant can change or tamper with a transaction after it’s been recorded 

to the shared ledger. If a transaction record includes an error, a new transaction must be added to reverse 

the error, and both transactions are then visible. 

3. Smart contracts: To speed transactions, a set of rules — called a smart contract is stored on the 

blockchain and executed automatically. 

TYPES OF BLOCKCHAIN: 
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All types of blockchains can be characterized as permissionless, permissioned, or both. Permissionless 

blockchains allow any user to pseudo- anonymously join the blockchain network and do not restrict the 

rights of the nodes on the blockchain network. The identities of the users of a permissioned blockchain 

are known to the other users of that permissioned blockchain. Blockchain Buzzwords Permissionless 

blockchains tend to be more secure than permissioned blockchains, because there are many nodes to 

validate transactions, and it would be difficult for bad actors to collude on the network. 

 

 
Figure 1.6: Three types of blockchain 

1. Public blockchain: A public, or permission-less, blockchain network is one where anyone can 

participate without restrictions. Most types of cryptocurrencies run on a public blockchain that is 

governed by rules or consensus algorithms. 

2. Permissioned or private blockchain: A private, or permissioned, blockchain allows organizations 

to set controls on who can access blockchain data. Only users who are granted permissions can access 

specific sets of data. Oracle Blockchain Platform is a permissioned blockchain. 

3. Federated or consortium blockchain: A blockchain network where the consensus process (mining 

process) is closely controlled by a preselected set of nodes or by a preselected number of stakeholders. 

  

BENEFITS OF BLOCKCHAIN 

1. Greater trust: With blockchain, as a member of a members-only network, you can rest assured 

that you are receiving accurate and timely data, and that your confidential blockchain records will be 

shared only with network members to whom you have specifically granted access. 

2. Greater security: Consensus on data accuracy is required from all network members, and all 

validated transactions are immutable because they are recorded permanently. 

3. More efficiencies: With a distributed ledger that is shared among members of a network, time-

wasting record reconciliations are eliminated. 

TOP BLOCKCHAIN USE CASES FOR CYBERSECURITY 

Due to its nature, the blockchain offers promising cybersecurity options to startups and enterprises operating 

in different fields. The list of sectors that can benefit the most from applying the blockchain for 

cybersecurity includes. 
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Figure 1.7: Benefits of blockchain 

1.4. CRYPTOGRAPHY: 

Cryptography is a method of protecting information and communications through the use of codes, so that 

only those for whom the information is intended can read and process it. Cryptography is closely related to 

the disciplines of cryptology and cryptanalysis. It includes techniques such as microdots, merging words 

with images and other ways to hide information in storage or transit. 

 
Figure 1.8: Cryptography 

From the diagram, we can see the overall composition of an encryption scheme: 

There is a KeyGen algorithm that generates the key used for both encrypting and decrypting. Notice that in 

a symmetric scheme both keys are the same, and in an asymmetric scheme the keys are different. (One is 

called Public Key and the other is called Private Key) 

The Encryption algorithm applies encryption to a given plaintext using the encryption key. Then it produces 

the ciphertext, which is the encrypted plaintext. 

The Decryption algorithm inverts the encryption done on a ciphertext using the decryption key. It restores 

the ciphertext back to the original plaintext. 
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CONCLUSION  

A technology known as "cloud computing" makes use of the internet and centralized remote servers to 

maintain data and applications. The use of apps without installation and access to personal files from any 

computer thanks to cloud computing using the internet. Using this technology's centralization, computers 

may be significantly more effective.  bandwidth, computing, and data storage . Ramnath Chellapa, a 

professor at Emory University and the University of South Cloud computing was described as the "new 

computing paradigm where the boundaries are fluid" in California.  rather than just technical constraints, 

economic logic will govern the future of computing.  This has evolved into the foundation of how we talk 

about clouds today. 
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